








URGENT: Tennessee Identity Theft Alert 
Due to the critical nature of the following, we are including it in its entirety. Please also note that the 

communiqué mentions both the CMS 588 form and the CMS 855 form, each of which could easily be mis-
taken for the other. 

April 24, 2009 
CIGNA Government Services (CGS) in cooperation with the Tennessee Medical Association has deter-

mined that the upcoming transition of services to Cahaba GBA, the Jurisdiction 10 Medicare Administrative 
Contractor (MAC), may provide an opportunity for identity theft.  

During the transition you will be asked to complete the CMS form 588 Electronic Funds Transfer Authori-
zation Agreement (EFT). You will receive a written request for this form via the mail system.  

CMS contractors will not request items be faxed unless you have recently submitted an application and are 
updating information for that application. If you have any question as to the authenticity of a request you 
should validate the request by calling CIGNA Government Services as noted below. Do NOT call any 
phone number that may be listed on the request.  

If you receive a fax, mailing or other communication that requests you to complete a partial CMS 855 en-
rollment application or other CMS form, please verify the request by calling the Tennessee Provider Enroll-
ment call center at CIGNA Government Services until 9/1/2009. That telephone number is 1-866-824-8572 
and is staffed between the hours of 8:30 AM to 4:30 PM Monday through Friday.  

The CIGNA Government Services Provider Enrollment web site is located at:  
http://www.cignagovernmentservices.com/partb/enrollment/. 
For more information regarding the Jurisdiction 10 Implementation, please visit the Cahaba GBA  
Implementation website at:  http://www.cahabagba.com/j10/index.htm. 

 

Tips for Protecting Your Identity: 
 

 Know who you are providing your personal information to.  

 Educate your entire office staff on the importance of pro-
tecting this information.  

 Monitor correspondence between your office, Medicare 
and other insurance companies.  

 Shred all sensitive documents that do not require retention.  

 If you suspect your identity has been compromised, contact 
CIGNA Government Services immediately. Retain any 
documents that may be useful to law enforcement.  

 Protect your information in the same manner as you protect 
the patient's information. 
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In Tennessee as of July 1, 2009 the tamper-resistant features previously  
required of paper prescriptions for Medicaid beneficiaries are now required  

for all patients. 



Roth IRA Conversions – Available to All 
The Roth Individual Retirement Account (IRA) 

has existed since 1998.  Roth IRAs are an excellent 
tool for wealth accumulation because the earnings 
accumulate tax-free.  Withdrawals are tax-free as 
long as certain requirements are met.  In addition, 
the Roth can be a useful instrument in estate plan-
ning.  Unfortunately, many physi-
cians have been barred from both 
contributing to a Roth IRA and 
converting other retirement ac-
counts to Roths due to low adjusted 
gross income (AGI) limitations.  
Although there are no pending 
changes regarding income limits 
for contributions, many high in-
come taxpayers may benefit from 
an upcoming change to the rules 
for conversions. 

Beginning in 2010, there are no 
AGI limitations – anyone can con-
vert a retirement plan to a Roth 
IRA.  You will owe tax on amounts 
attributed to pre-tax contributions 
and earnings when you execute the 
conversion.  For 2010 conversions 
only, there is a special tax rule that 
applies, unless you elect out of it – you are taxed on 
the income in 2011 and 2012.  Because tax rates in 
2011 and beyond are scheduled to be higher than 
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current rates, you should consider electing out of the 
two-year spread.  Also keep in mind that the repeal of 
AGI limits is permanent – you don’t have to do it all 
in 2010.  You can convert portions of your eligible 
retirement plan accounts over several years. 

If you are thinking of converting to a Roth IRA, 
planning is essential.  There are 
some traps and opportunities to be 
aware of.  Owners of multiple tradi-
tional IRA accounts require careful 
analysis because a withdrawal from 
one account is deemed to be pro-
rata from all accounts.  In addition, 
there is a strategy you can use when 
you convert – setting up separate 
Roth IRA accounts for asset classes 
that are expected to perform differ-
ently.  This protects your funds and 
may result in tax savings in the 
event of an unanticipated decline in 
one class. 
    Your strategy also needs to con-
sider asset protection.  Before con-
verting, look at state law and expo-
sure to creditors.  Now is the time 
to begin to look at your options.  If 

you are thinking of converting, contact us.  We can 
help you develop a customized strategy.  Please con-
tact Renee Goetzka, rgoetzka@wucpas.com. 

e-Prescription Help at Hand 
    If your investigation and consideration of an e-prescribing system has you bogged 
down worse than a turtle in a tar pit, there is good news: help may be close at hand. 
In collaboration with the American Medical Association, the American Academy of 
Family Physicians, the American College of Physicians, the Medical Group Manage-
ment Association, and the Center for Improving Medication Management, an organiza-
tion called eHealth Initiative (sub-titled “Real Solutions, Better Health”) offers for free 
download “A Clinician’s Guide to Electronic Prescribing”, a 43-page fairly comprehen-
sive primer on the subject, including a buyer’s guide. Find it at 
www.ehealthinitiative.org/eRx/ and click on the Clinician’s Guide. 

For another bright spot in an otherwise murky and perilous sphere, check out www.nationalerx.com/
index.htm . Their particular offering is a free, online, stand-alone e-prescribing system. Wait, now, before you 
dismiss this as a hoax hands-down, check out their “Sponsors” and “Supporters”. 

We explicitly do not endorse any of the products or opinions on either of these websites, but the more you 
know, the better decision you’ll make when (not if) you select an e-prescription system. Contact WUHCG 
President Bill Appling for help getting to that point. 



Vendor Contracts: Caveat Emptor! 
In today’s medical practices, it is critical to discuss business issues, future strategy, and which vendors on 

whom to rely. This is especially true when dealing with electronic medical records/e-Prescribe (EMR/e-Rx) 
vendors, outsourced IT contractors, and off-site data backup companies. You will want to obtain insight from 
your staff and consultants while considering any contract that could ultimately have a negative impact on the 
entire organization or potentially place patient care or information at risk. Point 1: read the contracts carefully 
before signing. 

Many vendors describe the benefits of their systems and ser-
vices, but few take the time to review their contracts with you. 
Remember, their interest is not the same as yours.  Most vendor 
agreements are heavily weighted in their favor and provide little 
or no recourse for the physician. When reading contracts, as-
sume the worst scenario can happen. Are all the gaps filled? 
Point 2: negotiate items not mentioned in the contract or which 
would be onerous and expensive for the practice.  
Look at alternative vendors to determine who has the best ser-
vices, the best terms and conditions. Confidentiality, integrity, 
availability, and mobility of patient data are critical areas you 
need to review thoroughly. Take the time to make an informed 
decision. Point 3: when contract provisions are not clear or if 
important considerations are left out, have a third party review 
the contract to help you determine where you are at risk or to 
uncover future ramifications. 
Below are some critical questions to ask about contracts related 
to EMR/e-Rx vendors, outsourced IT contractors, and off-site 
data backup companies: 

Under what terms can I terminate the agreement? 
Can I move my data (patient data, business data, etc.) when the contract is terminated, or does the vendor 

retain my data? 
If my practice merges with another that has an EMR in place, can I take my data to the newly formed 

group? 
What service level guarantees (database uptime, performance guarantees, mean time to repair, technical 

support response times, third-party obligations, data integrity, etc.) does the vendor offer?  
Does the disclaimer of warranties only protect the vendor, and if so, what is the risk to my practice? 
What are the limitations of liability, and will these limitations put my practice at risk in the event a patient 

suffers injury due to vendor negligence, incorrect data-set input, or other unforeseen errors (know as “hold 
harmless” clauses?  

Does the vendor offer redundant data centers whereby I can redirect or access my data or patient data re-
quests to/from an alternate site if the primary site were “dark” or inaccessible? 

It is in your best interest to scrutinize every word in the contract. Seek the advice of an attorney as well as 
someone in the technology industry to determine what language is acceptable, what needs clarification, and 
what further changes need to be made to protect your practice. It is your ultimate decision, but take the neces-
sary steps to protect your patients, your business, and your staff. The list of questions above are just a few you 
need to ask….there are many more. Take the initiative, take the time, communicate well, do the research, and 
make an informed decision. 

Reprinted by permission from author Britton White. 
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FTC’s Red Flag Rules – is your 

practice in compliance?  
 
November 1st is the commencement date of the FTC’s 
Red Flag Rules – is your practice in compliance? These 
regulations govern how creditors (including medical 
practices which bill patients) safeguard against identity 
theft of those to whom credit is offered. They also have 
the rare distinction of making good business sense. Con-
tact WUHCG’s Virginia Pierce for a complimentary 
compliance kit. 
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